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View your basic network information
Manage wireless networks and set up connections
Change adapter settings * \_, See full map
Change advanced shari
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(This com..
View your active networks L8 DWork
You are currently not conn«xed‘barr/ networks. |
Change your networking settings
QG Setup 3 new connection of network
=
Set up a wireless, broadband, dial-up,
2d hoc, of VPN connection; of setup a
fouter Of 3ccess point.
W Connect to a network
-
Connect or reconnect to a wireless,
wired, dial-up, or VPN network
connection.
HomeGroup
Cho sharir
Internet Options *'& ot ’
Windows Firewall Access files and printers located on

other network computers, o change &
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@( v"..#, « Netw.. » Manage.. v]#, |[ search 1 nage Wi

Manage wireless networks that use (Wireless Network
Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profile types >

Networks you can view, modify, and reorder (1)

:. Secure
-
1item
Jd_!!

@

-~

Network and Computer Services

1. Ensure that your wireless card
is on.

2. Inthe lower right corner of the
screen look for the Network
Connection Icon. Right click
on it and left click on Open
Network and Sharing Center.

3. Click Manage wireless
networks.

4. Click add.
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() M Manually connect to a wireless network
How do you want to add a network?

A¥ Manually create a network profile
-

Connect to eduroam using Windows 7 | 2

This creates a new network profile or locates an existing network and saves
a profile for the network on your computer. You need to know the network

name (SSID) and security key (if applicable).

A Create an ad hoc network

This creates a temporary network for sharing files or an Internet connection

@ A Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: eduroam

Security type: \WPA2-Enterprise -]
Encryption type: AES ¥l
Segurity Key:

L E}:aﬂ this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your Computer's privacy might be at risk.

[ Cancel
ol ®
) o Manually connect to a wireless network
Successfully added euroam
2 Change connection settings
Open the connection properties so that I can change the settings.

:Closcj

Network and Computer Services

5. Manually create a network profile.

6. Network name: eduroam
Security type: WPA2-Enterprise
Encryption type: AES

Uncheck, Start this connection
automatically. Click next.

7. Click Change connection settings.
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euroam Wireless Network Properties X3

Connection | Security

Security type: :wPAZ-Emerpnse v:

Encryption type:  [AES -

8. Click Security tab. Then click
settings.

Choose a network authentication method: ‘
[Microsoft: Protected EAP (PEAP) v) [ settiogs |

V| Remember my credentials for this connection each
time I'm logged on

ok | [ concel |

Protected EAP Properties &

When connecting:
| Validate server certificate

Connect to these servers: .
9. Uncheck Validate server
Trusted Root Certicaton Authorites: certificate. Click configure.

AAA Certificate Services -
AC Raiz Certicdmara S.A. =
AC RALZ DNIE

AC RAIZ FNMT-RCM

AC1 RAZ MTIN

ACEDICOM Root

ACNLE

« i »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secured password (EAP-MSCHAP v2) ~) [ configure... |

V| Enable Fast Reconnect
Enforce Network Access Protection
Disconnect if server does not present cryptobinding TLV
Enable dentity Privacy

ok [ concel |
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EAP MSCHAPV2 Properties

When connecting:

v Automatically use my
— password (and doma

Windows logon name and
in if any).

OK

) |

Cancel

Advanced settings

802.1X settings | 02,11 settings |
(V] Specfy authentication mode:

User

2 ==

Delete aredentials for all users

[ Enable single sign on for this network

) Perform immediately before user logen

Connect to eduroam using Windows 7 | 4
Network and Computer Services

10. Uncheck use my Windows logon
name and password(and domain if
any). Click ok.

Click “Advanced settings”.

In the 802.1X settings tab, check
“Specify authentication mode: and
and specify "User authentication”.

Click “OK” to save the Advanced
settings, and again to exit the Wireless
Network Properties.
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r 11. Right side of task bar click

3 9:21 AM . .
w 0 Network connection icon.

Currently connected to: €
i sdbor.local
= Internet access
Wireless Network Connection - o

12. Click “eduroam”
eduroam \ q“‘v
Pretty Fly for a WiFi ol ]
Other Network ‘.‘“‘
Currently connected to: 4
i sdbor.local
2 Internet access
Wireless Network Connection -~
eduroam ‘.‘“- .

13. Click connect.

Pretty Fly fora \‘.’1F1/ o \

Other Network q'_“.

Other Network RN\ |

bhsuhelpdesk@bhsu.edu | Helpdesk 605.642.6580 | http://www.bhsu.edu/ncs
Network & Computer Services @ Black Hills State University




ety

Black Hills

State University

Windows Security (==

Network Authentication [N
Please enter user credentials

| o i &Dusername@usd.edu }
[Apaz'movd 7‘

o) (o

’@ConnecuolNeMmk @'

Connecting to eduroam... N

Select a location

This computer is connected to a network. Windows will automatically apply the comect
metwork settings based o the network's location.

Home network

-l!f ¥ all the computters on this network ace at your home, and you recognize them,
3 this is 3 trusted home network. Doa't choore this for public places such a5

coffee thops of awponts.

I Work network
¥ all the computers cn this network are at your workplace, and you recognize
them, this is 3 trusted work network. Doa't choose this foe public places such as

<offee thops of awports.

F=¢ Public network
¥ you don't recognize all the computers on the network (for example, you're in
8 coffee shop or srpont, o you have mobille beoadband), this is » public
metwork and is net trusted.

Treat af future networks that  connect to a5 public, and don't atk me again.
Helo me choore

[ Concel ]

Connect to eduroam using Windows 7 | ©

Network and Computer Services

14. Enter your University ID
username(@usd.edu, then your
password. (Not your email
address)

15. This will appear.

16. Click “Work network”
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AL¥ Additional log on information may be required. ® * 17. This may appear. Log in
"= Click to open your browser again.

You will be pericdically required to read and agree to our
Acceptable Use Policy (AUP) to access the network. [,

Hi sgeessasljisa s, please read and accept our user policy: 18. Click “I aCCCpt”

1 Accept

Your network access is currently being enabled. Once
network connectivity is established you will be automatically
redirected.
(i~} ]

19. Your network connection is
now being enabled.
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